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IIporpamma BCTYNUTEIBLHOI0 K3aMeHa
JJISl MOCTYNAOIIHX B JOKTOPAHTYPY
HA TPyniy o0pa3oBaTeJIbHbIX MPOrpaMm
D095 — «MupopmannoHHasi 6€30MACHOCTb»

1. O01uMe MoJI0KEeH .

1. [Iporpamma cocraBieHa B coorBeTcTBUU ¢ [Ipukazom Munuctpa oOpa3oBaHHs U HAyKH
PecniyOnmuku Kazaxctan ot 31 oktsa6pst 2018 roga Ne 600 «O06 yrBepx)aeHur TUNOBBIX MpaBUII
IpreMa Ha 00ydeHHE B OpraHu3aluu oOpa3oBaHUs, pealu3yroliyre 00pa3oBaTelIbHbIE MPOTrPaMMbl
BBICILIETO U TIOCIEBY30BCKOT0 00pa3oBaHusy (nanee — TUIIOBBIC MTpaBuiIa).

2. BerynuTenbHBIN SK3aMEH B JIOKTOPAHTYPY COCTOMT M3 HAIMCAaHUS 3CCe, CIadl TecTa Ha
TOTOBHOCTh K 0OydYeHHIO B JokTOopaHtype (danee - TI'O), sk3ameHa mo MpOGHI0 TPYIIIbI
00pa3oBaTeNbHBIX IPOrPAMM U COOECEJOBaHUSI.

Baok Basl
1. Dcce 10
2. TecT Ha TOTOBHOCTB K O0OyUYEHUIO B 30
JIOKTOPaHType
3. DK3aMeH o NpOoQHII0 TPYIIIbI 40
00pazoBareabHON MPOrpaMMBbl
4. CobecenoBanue 20
Bcero npoxoaHoi 100/75

3. HpOI[OJ'DKI/ITeJ'II)HOCTB BCTYHI/ITCJ'II)HOFO 9K3aMCHa - 4 Jyaca, B TCUCHHC KOTOpI)IX
MOCTYNAIONINI MUIIET 3CCe, MPOXOAWT TECT Ha TOTOBHOCTh K OOYUEHHIO B JOKTOPAHTYpE,
OTBEYAET Ha JJICKTPOHHBINA dK3aMeHanMoOHHBIN Omier. CobecenoBaHne MPOBOAUTCS Ha 0aze
BYy3a JI0 BCTYMMHUTEIHHOTO SK3aMEHa.

2. llopsiaok NpoBeeHNs BCTYNHUTEIbHOI0 IK3aMeHa.
1. Tloctymarome B JOKTOPAaHTYpy Ha TIpymmy oOpa3zoBaTenbHbIXx mporpamm D095 -
«upopmanronHas 6e30macHOCTb» MUUIIYT IpobiaemMHoe / Tematuyeckoe 3cce. OObeM acce — He

menee 250-300 cioB.

2. DNEeKTPOHHBIN YK3aMEHAIIMOHHBIA OMIIET COCTOHT U3 3 BOIIPOCOB.



Tembl 17151 HOATOTOBKH K 3K3aMeHY
Mo nNpoduiIo rpynnbl 00pa3oBareibHON NPOrpaMMbl.

Jucuuminza «Opranusanus cucreM HHGOPMAUMOHHOKH 0€30MaCHOCTH

Tema: kpunToaHamus

[Toaremst:

1. Knaccuueckne mudpel u ux BckpeiTHe. lludp casura m aduuHBl mudp u ux
nemupoBaHUe W B3JIOM METOJOM mepedopa. YacTOTHBI MeTOJ BCKPHITHA HiHM(ppa 3aMEHBI.
HepocraTku kimaccuueckux MHUQPOB, YaCTOTHBIN aHATU3 TaKUX MHU(POB TEKCTOB Ha Ka3aXCKOM U
PYCCKOM $I3bIKaX.

2. Konbuo nensix umcen, anroputMm EBknupa u cnenctBus. Ilpencrasienue Hamboblero
obmero nenutens. Teopust cpaBHeHHd. CBOWCTBA CpaBHEHH MO JaHHOMY Moaymo. OOpaTtumbie
AJIEMEHTHI 110 IaHHOMY MOJIYJIIO.

3. Oynknus Ditnepa u ee cpoiictBa. DyHknms Ditiepa Ha MPOCTHIX YHciax. Teopema o
MYJIbTUIUTUKATUBHOCTH (QYHKIMHM Ditnepa. Dopmyna HaxoXKICHHs 3HaueHUN (QyHKIuM Oiinepa,
BO3BECHHUE B CTENIEHB C UCIOJIb30BaHUEM (DYHKIMHN Dijepa.

4. Teopema depma-Ditnepa u ocHOBHas TeopeMa RSA-mmudpa.

5. RSA-mmmdp, nponece mudpoBanus u uteHus, odocHoBanne. RSA-mudpoBanne OTKPHITHIM
KIIF0UeM 3aJaHHOTo TekcTa. RSA-nemmdpoBanne 3akpbIThIM KIIOYEM 3a/IaHHOTO TEKCTA.

6. RSA-3nexTpoHHast TOAMKCH, Hesl 1 000CHOBAHHE.

7. Peanuzanus npoueaypsl RSA-3nekTpoHHOI MOMNMUCH, YacTh MOAMUCHIBAHUS AIEKTPOHHON
MOJIMCHIO TOKYMEHTA.

8. Peanmuzanus mponenypsl RSA-31ekTpoHHON moamucH, dYacTh MUGPOBAHUE MOANUCU
OTKPBITBIM KJITFOYOM.

9. Pacrnipenenenue NpocThIX YMCET B HATYpaJIbHOM Py U oleHka RSA mmudpa.

10. Kompo MHOTOWIEHOB Han mojem < F, ; +* > amroputm EBkimnma, mpencraBieHue
HauOOoJIBIIEro OOIIETo JeNUTeNs ABYX MHOTOUWICHOB. HerpuBOgMMble MHOTOWIEHBI B 3TOM KOJIbIIE.
HenpuBoaumeie MHOTOWIEHEI cTenieHeit 2,3,4,5.

11. Koncrpykuus monga < F." ; +* > Kak MOJs MOCTPOEHHOTO M3 OCTATKOB IO MOJYJIIO
HETMPUBOIUMOTO MHOTOUIJIEH. 3aJaHNe CIIOKEHUS M YMHOKEHHS B 3TOM 1osie. OOpaTHbIE 2IIeMEHTHI
[0 CJOXEHUI0 U OOpaTHBIE 3JEMEHThI M0 YMHOXKEHHUIO Uil HEHYJIEBBIX 3JIEMEHTOB 3TOTO IOJIS.
ITocTponts none < Fie ; +, * > .

12. Teopema Jlarpanxa o AETUMOCTH MOPSIJIKA TPYNIbI Ha MOPSI0K HoArpynnsl. CiaeacTBus O
TOM, YTO MOPSJOK dIIEMEHTA JeUT NOpsA0K rpynmsl. [Ipumepsr moarpynm rpymnmsl Zn. Teopema o
nepBOOOPAa3HOM 3IIEMEHTE B Toie < Fa, ; +,* >. [lepBooOpa3Hble 21eMeHThl MO < Fip ; +,* >,

13. KoHcTpyKuusi T0Jisi, TIOCTPOCHHOTO W3 N-Pa3psiIHBIX JIBOWYHBIX OJIOKOB. 3amaHue
CIIO’KEHHSI M1 YMHOKEHHsI B 3TOM T1oj1e. OOpaTHBIE JIEMEHTHI IO CI0KEHHUIO U OOpaTHBIE 3JIEMEHTBI
M0 YMHOKEHHIO I HEHYJIEBBIX JIEMEHTOB ITOTO MOJIS, TIEPBOOOPA3HBIC JIEMEHTHI dTOTO TTOJIS.
[TocTpouTts nose 4-pa3psaAHbIX IBOMYHBIX OJOKOB, YKa3aTh MEPBOOOpa3HbIE 3JIEMEHTHI ATOTO MOJIS.

14. 3apmaya JIndpu-Xemnmana. Co3ganue oOIIEro CEKpeTa sl yAaJCHHBIX IOJb30BaTeleH,
OIUPASACh Ha «HEpa3pemmuMocTby» 3aaaun Jupu-Xemimana. Pemenne npobiembl oOMeHa KiIro4aMu
JUISl yAQJIIEHHBIX MOJIb30BATEIIEH.

15. Hudpp Dnp-T'amans, mnpeuecc oOMeHa KiIouaMH, MHQpoBaHWE U JeMIU(POBAHUS.
Peanu3zanus Ha nmpumepe.

Jucnuninuza «MeToabl M CpecTBa 32l Thl KOMIILIOTEPHOH HH(OPMALMI)



Tema: Mmonenu u MeTo 16 U poBaHUS HHPOPMALTUN

ITogTemsr:

1. Kpatkue ucropuyeckue CBEJEHHS O BO3HUKHOBEHHMU M Pa3sBUTHH METOIOB KPHIITOJOTHUH.
Kpunrorpadus. Konpunenunansuocts. LlenoctHocTs. Ayrentudukanus. Lludposas noanuce.

2. Mogenp bemna-Jlamanynel. IlpenBaputenbHoe pacnpeneneHue kimroueit. Ilepecbuika
kimoueld. OTKpbITOE pacmpenaeneHue kimodeid. Cxema paszgenenus cekpera. HMHdpacTpykTypa
OoTKphITBIX Kitoued. Cepruduxarsl. LleHTpbl ceptudukannuu. dopmanbHble MOAETH MUGPOB.
Mopenn  OTKpBITBIX TEKCTOB. MaremaTudeckue MOJAECIH OTKPBITOro Tekcra. Kpurepun
pacro3HaBaHMs OTKpbITOro Tekcta. Kiaccudukanus muppoB MO pa3ivyHbIM IPU3HAKAM.
Matremaruueckas mojaens mudpa 3amensl. Kiaccudukanus mudpoB 3aMeHBI.

3. Mogens Low-Water-Mark (LWM). MapuipyTHbie IEepEeCTaHOBKH. DJIEMEHTBI KPHUIITO-
aHanu3a mudpos nepecraHoBky. L poer 3aMeHBI.

4. Mopnenu J. Goguen, J. Meseguer. Tabnuanoe rammupoBanue. O BO3MOXKHOCTH BOCCTa "HOB-
JICHUS BEPOSTHOCTEH 3HAKOB TaMMbl. BoccTaHOBIEHHE TEKCTOB, 3amM(POBAHHBIX HEPaBHO-
BepossTHOM rammoil. IloBTopHOe wHcnonb30BaHue TraMMmbl. Kpunroananus mmudpa Buxenepa.
OmumOku mugppoBaIbIIKKa.

5. Mozenb BbIABICHHMS HapylleHHs O€30HacHOCTU. ODHTPONMs U H30BITOYHOCTH S3bIKA.
Paccrosinne enuHcTBeHHOcTU. CroiikocTh 1mmppoB. Teopernyeckas CTOMKOCTh IIU(POB.
IIpakTnyeckas croiikocte wmmMdpoB. Bompockl wumurocroiikoctn wmmdpos. Iudper, He
pacnpoctpansitonue uckaxkeHuid. [Iudpel, He pacmpocTpaHSONME WCKAKCHWN TUNa '"3aMeHa
3HakoB. [lIudpsl, HE pacnpocTpaHstomKe NCKa)KEHUH TUIa "TPOIyCK-BCTaBKa 3HAKOB.

6. biounsie cucremsl mmdpoBanus. [IpuHmuner noctpoerus O6104HBIX mHQpoB. [Ipumeps
O65ouyHbIX MHU(PoB. AMepuKaHCKUi cTanaapT wudpoanus AanHelXx DES. Cranaapt mmdposanus
nanabelx [OCT 28147-89. Pexumbl wucnosib3oBaHus 01049HBIX MmwdpoB. KomOmHHMpOBaHUE
JITOPUTMOB OJIOYHOro MM(ppoBaHUA. MeTonabl aHaAIM3a AJITOPUTMOB OJIOYHOrO IMIM(PPOBAHMUA.
PexoMeHnaanuy 1o UCMoib30BaHUIO AITOPUTMOB OJIOUHOTO 1K (ppOBaHUSL.

7. Ilotounsle cucteMbl mudpoBanus. CHUHXpOHU3AMS MOTOYHBIX MHUpcucTeM. [IpuHIMIIEI
MOCTPOEHUSI MOTOUHbIX ImH@pcuctem. I[Ipumepsl nmortounsix mudpceucrem. Hudpcucrema AS.
Mudpcucrema I'mdpdopna. Jlunelinsle peructpbl casura. Anroputm bepiexkemma—MeccH.
VYCno)XKHEHHE JMHEHHBIX PEKYPPEHTHBIX IOCIeN0BaTeabHOCTEN. (DUIBTPYIOIIME TIe€HEepaTOpHI.
KomOunupytomue rereparopbl. Kommosunuu JuHEHHBIX peructpoB casura. Cxemsl ¢
JUHAMHYECKUM M3MEHEHHEM 3aKoHa peKypcuH. CXeMbl C AJIeMEHTaMHu NaMsaTu. MeTozsl aHanu3a
MOTOYHBIX MHUPPOB.

8. YnpaBnenue Oe3zonacHocThio. CTaHAApPTHI, ayauT Oe3omacHOCTH. OCOOEHHOCTH PEUYEBBIX
curHasioB. CkpeMOnupoBanue. YacToTHble peoOpazoBaHus curHaia. Bpemennslie mpeodpa3oBanus
curtHasia. CTOUKOCTh CUCTEM BPEMEHHBIX TIepecTaHOBOK. CrucTeMbl ITUppoBOi TenedOoHNH.

9. Cucremsl mudpoBanus ¢ oTKpbIThIME Kimtouamu. Llndpcucrema RSA. HIudpcucrema mb-
INamans. udpcucrema Maxk-Omuca. [ludpcuctems! Ha ocHOBe "TpoOIIEMBI prok3aKa'.

10. Unentuduxanus. IlpaBuna coctaBiaeHus mapojei. YCIoKHEHUE Mpolenypbl MPOBEpKU
naposieid. "llomconennsie" maposmm. IlaponmeHble (pa3el. ATakm Ha (PUKCHPOBAHHBIC MApPOJIH.
IToBTOpHOE MCTONBb30BaHUE Maposieil. ToTanbHbI nepedop naposneil. ATaku ¢ MOMOIIBIO CIOBaps.
Jluunble wuaeHTH(dUKaIMOHHBIE HOMepa. OpHOpa3oBble MapoOiH. «3ampoc-oTBET» (CUIIbHAs
uaeHTuuKays). "3anpoc-oTBeT" ¢ UCMOIB30BAHUEM CUMMETPUUYHBIX aJTOPUTMOB IIU(PPOBAHMUS.
"3anpoc-oTBeT" C MCHOJB30BAHHEM ACHUMMETPHYHBIX aJrOPUTMOB IM@po-BaHusA. [IpoTokoinsl c
HYJIEBBIM pasIJlallleHneM. ATaku Ha MPOTOKOJIbI HICHTU(DUKAIIUH.

11. Kpunrorpapuueckue x3mi-pyHKUUU. DYHKIUKA X3IIUPOBAHUS U IEJIOCTHOCTH JAHHBIX.
KitoueBble pyHKIMU X3mKpoBaHus. beckitoueBbie GyHKIMU X31HpoBaHus. LenocTHOCTh JaHHBIX
1 ayTeHTUUKAIM cooOmennii. Bo3Mo)kHbIe aTaku Ha PYHKITUN XAIIHPOBAHUSI.

12. Iudpossie nognucu. O6mme nonoxenus. Lludgpossie moanucH Ha OCHOBE MUPPCUCTEM C
OTKpBITBIMU KitouaMu. [{udposas moamuce ®duara-lllamupa. [udposas moamuce Dnb-I"amans.
OnHopa3oBbie U(PPOBHIE MOATUCH.



13. Ilporokonsl pacmpeneneHus kiaoued. Ilepemaua kimodeid ¢ MCTHOJBb30BaHUEM
CUMMETPUYHOTO ImuppoBanus. [IBycTopoHHUE POTOKOIBL. TpexcroponHue nmpoTokousl. [lepeqaua
KIIOYEeH C MCIOJIb30BaHUMEM acUMMETpU4HOro mmugpoBanus. [Iporokonsl 0e3 HCHOIb30BAHUSA
mudpoBoit moamucu. Ilporokonsl ¢ wucnonb3oBaHueM IMdpoBor mnoxamucu. CepTudukaTs
OTKpBITBIX KIrouel. OTKpeITOe pacnpeneneHue kimoued. llpensapurenbHoe pacnpezneieHue
kitoueil. CxeMbl NpeBapUTEIbHOIO PACHpEesICHUs KItouel B ceTH cBsi3u. Cxembl pas3iencHus
cekpera. CrnocoObl ycTaHOBIEHHs Kitouel ans KoHgepeHICBs3u. Bo3MoxkHble arTaku Ha
IIPOTOKOJIBbI PACIIPEACIICHUS KITKOYEH.

14. Vnopanenne kmodamMu. JKU3HEHHBIM IUKI KIFOYEH. YCIyrd, IpeaocTaBliseMble
JOBEPEHHOW TpeTbel CTOPOHOW. YCTaHOBKAa BPEMEHHBIX MeTOK. Hortapmzamms uudpoBbIx
HOJIITUCEN.

15. HekoTopble NpaKkTUYECKHE AaCHEKThl HCIOJIB30BaHUS MHdpcucTeM. AHaIU3 IMOTOKA
cooOmiennit. Omunbku oneparopos. duznueckue U OpraHU3alMOHHBIE MEPbI IIPU HUCIOJIb30BAHUU
mmdpcucrem. KBantoBo-Kpunrorpadguyeckuii TPOTOKOJI OTKPBITOTO PACHPEACICHHUS KITIOYCH.
KBaHTOBBII KaHaII U €ro cBOKCTBA. [IpOTOKOI OTKPBITOTO pacipeneacHusl KIIF0UeH.

JluctuminHa «JieMeHThI CPeACTB 3aluThI HHGOPMaIun»

Tema: 3amura nHGOpMaLIUKU KOMITBIOTEPHBIX CHUCTEM.

[Toaremst:

1. Komnsiotepras cuctema (KC). OcHoBHBIE TOHATHSA. DAEKTPOHHBIA AoKyMeHT (D/]). Buabl
nHpopmanuu B KC.

2. YS3BUMOCTh KOMIBIOTEPHBIX cucteMm. [loHsTHE nocTyma, cyOBeKT W OOBEKT AOCTYIIA.
[Tonsitue necankmonupoBannoro noctymna (HCJ). Knacceer u Buast HCJI.

3. INonuTuka 6€30MaCHOCTH B KOMITbIOTEPHBIX cucTeMax. [loHsATHEe TOTUTHKY 6€30MacHOCTH U
e€ OCHOBHBIE 0a30BbIe TpeicTaBieHus. OleHKa 3alUIEHHOCTH

4. Unentudukamuss nonp3oBateneit  KC-cyObekToB  gocTyma K JaHHBIM.  3ajgada
UIACHTU(PUKAIIUM  T0Jb30BaTEs. [lonsatue  mpoTokona  WACHTH(UKAIIH. [Tonsartue
uaeHTUGUIUPYONIel nHbOpMaIuu

5. CpenctBa M METOJbI OrpaHUYEHHs AocTyna K (aitmam. OCHOBHBIC TMOIXOIBI K 3aIIUATE
nauabix oT HCl. CiocoOsl dukcaru gaktoB noctyna. XKypHamsl JOCTyTIA.

6. JlocTym K JaHHBIM CO CTOPOHBI Tporecca. OCOOCHHOCTH 3alIUTHI JAHHBIX OT W3MCHCHHS.
Hagexxnocth cucteM orpanudeHus goctyna. [logxom Ha ocHoBe (GopmupoBaHUS XdUI-(YHKIUH,
TpeOOBaHUs K OCTPOCHHUIO U CIIOCOOBI peaTn3aliu.

7. IlporpamMmHo-amnmnapatHeie cpeacTBa mudposanus. [locTpoeHre mporpaMMHO-aInapaTHbIX
KOMIUIEKCOB IH@poBanus. [IpoekTupoBanue Moayned KpUOTONPeoO"pa3oBaHU Ha OCHOBE
CUTHAJIBHBIX IIPOLIECCOPOB.

8. MeToasl U cpelcTBa OrpaHWUeHUs JocTtyna k komrmoHeHTamM DBM. Kommonentsr [I9BM.
Knaccudpukanus 3amummaeMbix  kommnoHeHT [IDBM: oTuyxkgaemble W HEOTUYXKIaeMble
kommnoHeHThI [ID9BM.

9. 3amuTa mporpamMm OT HECAaHKIIMOHUPOBAHHOTO KomupoBaHus. [1oaXoabl K 3a1ade 3alIuThI
ot komupoBaHus. [IpuBsska 10 k anmmapaTHOMY OKpYXEHHI0O W (U3UYECKUM HOCHUTEISIM Kak
€AMHCTBEHHOE CPEJICTBO 3alUTHI OT KonupoBanus [10.

10. Xpanenust xmroueBoid wHpopmarmu. [lapomm w kmoun. CekpeTHas wuHMOpMAaIus,
UCIIONb3yeMast JUIsl KOHTPOJIS IOCTyNa: KIF0UX U apoJu.

11. VmpaBnenue kpuntorpadpuueckumu kirouamu. [eHepanus kimoueil. Pacnpenenenue
KJIFOUYEH.

12. TIporokon ayTeHTU(UKAIMHA PACTIPEICICHHS KITFOUYCH TSI CHMMETPHYHBIX KPHIITOCHCTEM.
OCHOBHBIE TIOHATHUS U ONIPEICITICHIS, TUIIBI KPUIITOTPAPUIECKIX TPOTOKOJIOB, IPHUMEPHI.

13. TIpoTtokon njsi acCCUMETPUYHBIX KPUINTOCHCTEM C HCIOJIB30BAaHUEM CEpTU(PHUKATOB
OTKPBITBHIX KIIFOYEH.



14. Opranuzanus XpaHeHHs Kioued (C TpuMepaMu peaiau3amnuu). MarHuTHbIE JIHCKH
IpSIMOTO JToCcTyna. MarautHele U nHTeIekTyanbHeie. Cpeactso TouchMemory.

15. 3amura nporpamMm oT u3ydeHus. M3yuenue u oOparHoe npoektupoBanue I10. Llemu u
3anaun u3yueHus padotsl [10. CriocoOwr nzydenus [10: craTuyeckoe U TMHAMUYECKOE U3YUCHHE.
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